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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR proposes to enhance the security of the attach procedure by using Diffie-Hellman key exchange protocol and signature. The security of the proposed scheme relies on the public key of the home network. It is intended to eliminate the security threats surrounding the attach procedure:  privacy of subscriber identifies, long-term secret key leakage, insecurity of links between MNOs, linkability attacks, and DoS attacks on UE.   
Introduction 
The attach procedure is an essential step for a UE to access the network, which can be divided into three stages according to their different functionalities: (1) identity acquisition: the network retrieves the UE’s identity, (2) Authenticate and key management (AKA) for mutual authentication between UE and network as well as deriving the session key, (3) Security mode command (SMC) for the negotiation of cryptographic algorithms and activating the message protection.  No security vulnerability associated with the SMC stage has been found till now. However,   numerous security threats at the identity acquisition stage and AKA stage have been uncovered. They result from the design flaw of the protocol or questionable security assumptions. These security threats can be summarised as follows.    
 Privacy of subscriber identifiers: 3GPP has made many efforts to deal with the privacy of subscriber identifiers since the deployment of 2G network. The basic solution is that a temporary identity is assigned to the UE for the network access in order to hide the permanent identity of a UE for the most time. However, it is still possible for an attacker to get the permanent identity of a UE due to the imperfect identity management process. So far UE might disclose its permanent identity at least in two cases when connecting the network: initial attachment and synchronization problem between IMSI and GUTI. A passive attacker could obtain the UE’s identity by eavesdropping on the very first attach messages since a UE has to release its permanent identity to the network when connecting to a network at the first time. Such attacks are especially effective at airports because most people there roam from the home network and try to connect the visited network for the first time.  An active attacker could acquire the permanent identity of a UE at anywhere and at anytime by using IMSI Catcher[1], where the IMSI Catcher acts as a false station to force the UE to disclose its identity.  The privacy of subscriber identifies has been identified as a key issue in 5.7.3.2 of TR 33.899. 
Long-time secret leakage: The AKA protocol performs the mutual authentication between a UE and the network and derives the session key relying on the security assumption that the root key stored in the USIM is never disclosed to anyone except the network operator.  However, the report [2] shows that such assumption is not always true since the root key might be compromised at manufacture stage of a USIM card. Consequently, a passive attacker could wiretap the communication using the session key derived from the root key and messages exchanged between a UE and the network.  An active adversary could launch a man-in-the-middle attack by forging a base station using a great number of stolen root keys. The long-time secret leakage has been recognized as a key issue in 5.2.3.2 of TR 33.899. 
Insecurity of links between MNOs: The session keys, also called radio interface keys, are computed in HSS of the home network in LTE. They might be delivered to the serving node of the visited network using SS7/Diameter messages over links between MNOs.  The AKA protocol assumes that the links between MNOs are secure.  However, the attacks on SS7 links between MNOs demonstrate that such assumption is questionable [3]. As a result, an attacker could intercept the communication in the visited network using the session keys acquired from the links between MNOs.  Moreover, it can not preclude an active attacker to inject a forged authentication vector into the SEAF such that UE is forced to use the session key known by the attacker. Insecurity of links between MNOs is marked as a key issue in 5.3.3.1 of TR 33.899.
Linkability attacks: As demonstrated in [4], AKA protocol suffers from the linkability attack because two different error messages (MAC_FAIL, SYNC_FAIL) in case of authentication failure may be sent from UE to the network. To detect the presence of a UE, an active attacker captures one UE’s legitimate authentication request message containing a pair of (RAND, AUTN) and binds it with that UE. In this attacker doesn’t need to get UE’s IMSI. The attacker replays such authentication request message containing the pair (RAND, AUTN) that has captured before. The adversary can distinguish any mobile station from the one the authentication request was originally sent to according to the type of error message. If the adversary receives a SYNC_FAIL message, he/she can ascertain the presence of the UE in a particular area. This breaches the user location confidentiality.

Tracking attacks based on AUTS: Recently it has revealed that UE can be tracked according to AUTS [6]. The attacker can force a target UE to perform a re-synchronisation by replaying an authentication challenge it previously obtained from the network for the target UE. This allows the attacker to confirm the presence of the target UE by performing the exclusive OR operation between two AUTSs contained in the re-synchronisation messages.
DoS attacks on UE: If detecting the invalidity of RES, MME may send the authentication reject message to the UE, which is not integrity protected. Upon receipt of an authentication reject message, to be able to invoke a new attach request, UE has to switch off and restart [5]. As a result, an adversary can launch a DoS attack on UE by sending a counterfeit authentication reject message to the UE
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***	BEGIN OF THE FIRST CHANGE	***
5.7.4.x 	Solution #7.x:  Applying DH and digital signature to the attach procedure
5.7.4.x.1  Introduction
We propose to apply the Diffie-Hellman (DH) key exchange [11] with digital signature to the 5G attach procedure in order to eliminate aforementioned security threats appeared in 4G/LTE networks. When the DH key exchange between the UE and the serving network is carried out, the DH public key of the serving network is signed by the long-term private key of the home network. The UE verifies the digital signature by using the pre-configured long-term public key of home network so that the authenticity of the DH public key of the serving network acquired by UE is ensured. The key KDH agreed between the UE and the serving network is used to generate the encryption key KE and the integrity key KM. The permanent identity IMSI of the UE is protected under the key KE and KM. Only the serving network can obtain the permanent identity IMSI of the UE since the UE makes use of the authentic serving network DH public key to yield the key KE and KM. At the end of the AKA protocol, UE and the network generate the same key Kmid on the basis of the long-term key K, then the UE and the serving network calculate the session key Ks using the key Kmid and the shared key KDH. To prevent the possible DoS attack on UE, the authentication reject message sent from the SEAF to UE is integrity protected by using the key KM. In addition, in the case of an attachment failure, the scheme protects the authentication response message sent by the UE to the serving network by using the encryption key KE and the integrity key KM to resist the linkability attacks.
 
5.7.4.x.2 Solution details 
Three authentication-related functions are involved in the attach procedure, which are:  
· Authentication Credential Repository and Processing Function (ARPF)
· Authentication Server Function (AUSF) 
· Security Anchor Function (SEAF)

A. Successful attach procedure
A successful attach procedure is depicted in Figure 5.7.4.x.2-1, where the term “UE” instead of “NG-UE” is still used for simplicity.   


			 Figure 5.7.4.x.2-1.  A successful attach procedure
The successful attach procedure is illustrated as follows: 
1. The UE initiates an attach procedure and sends an attach request to the SEAF.
If the UE has been assigned a temporary identity GUTI, the attach request message is 1-a, including the one-time random number Nonce1, MCC, MNC, GUTI, MAC0. MAC0 is calculated as follows:
MAC0 = HASH (KDH, Nonce1, MCC, MNC, GUTI)
Where HASH is a hash function, MCC denotes Mobile Country Code, MNC denotes Mobile Network Code, MCC and MNC are used for the SEAF to route the attach request to the correct home network, KDH is the shared key between UE and SEAF generated in the last attach procedure.
If the UE has not yet been assigned a GUTI, the attach request message is 1-b, including the one-time random number Nonce1, MCC, and MNC 

2. After receiving the request, if it is message 1-b, SEAF generates the DH private key KSpri and calculates the corresponding DH public key KSpub. SEAF generates signature request message including Nonce1, DH public key KSpub of SEAF, serving network number SNid, and digital signature SIGNSEAF signed by SEAF for Nonce1, KSpub , and  SNid. The signature request message is routed to the home network according to MCC and MNC. The home network obtains the public key of the serving network when the roaming agreement was signed with the serving network. Thereby the digital signature of the serving network can be verified by the home network. If the network pointed by MCC+MNC and the serving network belong to the same mobile network operator, the digital signature SIGNSEAF can be omitted.

If the message 1-a, SEAF checks whether there is a permanent identity IMSI corresponding to this temporary identity GUTI, and whether the SEAF has established a shared key KDH with the UE. The SEAF will verify MAC0 if both conditions are met. If the validation is successful, the SEAF jumps into step 6. Otherwise the SEAF deals with the message 1-a in the same way as the message 1-b. Before entering step 6, the SEAF uses the key KDH shared with the UE to derive the encryption key KE and the integrity key KM, which are computed as follows:
KE = KDF (Nonce1, KDH, 1);
KM = KDF (Nonce1, KDH, 2);
here KDF is the key derivation function.  
3. After receiving the signature request message, if it contains a digital signature SIGNSEAF, AUSF verifies the digital signature. If the verification is successful, the AUSF responds to the SEAF with signature response message, including Nonce1, the DH public key KSpub of SEAF, and AUSF's signature SIGNAUSF computed over Nonce1and KSpub. Otherwise, the content signature response message Nonce1, "FAIL", and AUSF's signature SIGNAUSF computed over Nonce1and "FAIL".  

If the signature request message does not have digital signature SIGNSEAF, the AUSF returns the signature response message to the SEAF, including Nonce1, the DH public key KSpub of SEAF, and AUSF's signature SIGNAUSF over Nonce1and KSpub.

4. The SEAF sends an identity request message to the UE whose contents are the same as the signature response message received from AUSF.
After receiving the identity request message, the UE validates the digital signature SIGNAUSF using the pre-configured public key of the home network. If the validation fails, the attach procedure is terminated. If the validation succeeds, there is no "FAIL" in the identity request message, and the received Nonce1 is the same as the Nonce1 that it sent in the attach request message, the UE obtains the authentic DH public key KSpub of SEAF. The UE generates the DH private key KUpriv and derives the corresponding DH public key KUpub. The UE derive the key KDH shared with the SEAF by using its private key KUpriv and the public key KSpub of SEAF. To encrypt IMSI, the encryption key KE and the integrity key KM are calculated as follows:
KE = KDF (Nonce1, KDH, 1);
KM = KDF (Nonce1, KDH, 2);
Here KDF is the key derivation function. 
5. UE sends the identity response message to the SEAF, which includes the permanent identity IMSI encrypted with KE, and message authentication code MAC1 computed over the message by using KM.

The SEAF derives the encryption key KE and integrity key KM in the same way as UE, It first verifies MAC1, if the verification is successful, then it decrypts the encrypted part of the message with KE to get the permanent identity of UE. Otherwise, it terminates the attach procedure.
6-9. These steps correspond to the AKA stage, which is identical to that in 4G/LTE.
10.	After authenticating the UE successfully, the SEAF sends the Authentication confirmation message to the AUSF optionally, to let the AUSF know that the SEAF has indeed authenticated the UE. 
After the successful mutual authentication between UE and SEAF, UE computes the key Kmid like the computation of KASME in 4G/LTE system, and drives the session key Ks from the key Kmid and key KDH. SEAF derives the session key Ks in the same way as the UE. Finally the key KDH is stored in UE and SEAF, respectively, in order to be used for generating the new session key in the next attach procedure. For this, it is suggested that the key KDH is placed in the NAS security context so that it can be easily indexed by the SEAF. 
B. Unsuccessful authentication procedure
There are a number of reasons that UE fails to attach a network. Three kinds of unsuccessful attach procedures are considered here, as they are related to DOS attacks on UE and linkability attacks: failure to verify RES, MAC_FAIL and SYNC_FAIL.
B.1 Failure to verify RES


				Figure  5.7.4.x.2-2. Failure to verify RES
The detailed steps for failure to verify RES are as follows:
8.    The SEAF sends an authentication request message to the UE, including RAND and AUTN.
9.    The UE responds to the SEAF with authentication response message, i.e. RES (f2K (RAND)).
10.	Upon receipt of an authentication response message, SEAF verifies the RES by comparing RES with XRES. If the RES is invalid, the SEAF may issue an authentication reject message to the UE whose integrity is protected by the MAC2 generated by the integrity key KM. This can mitgate the DOS attack on the UE, which is caused by the attacker to send a false authentication reject message [8].
B2. MAC_FAIL and SYNC_FAIL
The error messages MAC_FAIL and SYNC_FAIL are not sent to the SEAF separately. No matter what kind of authentication failure is, the UE sends only an authentication response message with the same format to the SEAF. Its confidentiality and integrity are protected by key KE and KM, thus the linkability attacks can be thwarted. 


                           Figure  5.7.4.x.2-3.  MAC_FAIL and SYNC_FAIL
The detailed steps for MAC_FAIL and SYNC_FAIL are as follows:
8. The SEAF sends an authentication request message to the UE, including RAND and AUTN.
9. When the UE fails to verify MAC in AUTN or to detect the asynchronization between its sequence number SQNMS and the sequence number SQNN of the network, it responds to SEAF with authentication response message, which includes FAIL_CAUSE, TUE, IMSI, SQNMS. Its confidentiality and integrity are protected by using the key KE and KM respectively. FAIL_CAUSE value can be either MAC_FAIL or SYNC_FAIL. UE's current sequence number SQNMS in the message is used to re-synchronize with the home network to recover from the synchronization failure. TUE is the UE's clock when the UE sends a message, or it can be a random number. It serves to make the ciphertext of the authentication response messages different from each other to prevent the attacker from guessing whether it is MAC_FAIL or SYNC_FAIL. The IMSI of UE is sent to the SEAF in this message to prevent the SEAF from initiating an identity request message to the UE. No matter which value of FAIL_CAUSE is, the SEAF sends only the authentication request message to the UE for the subsequent failure recovery process. This is different from the procedures specified in 4G/LTE standards where each authentication failure has its own sequent failure recovery procedure. Thereby this unified sequent failure response can prevent the attacker to deduce the value of FAIL_CAUSE.  
10. After receiving the authentication response message from the UE, the SEAF may initiate an authentication request to the UE again. 
11. UE responds to the SEAF with an authentication response message.
Note: The proposed scheme defends against the tracking attacks based on AUTS since its re-synchronization does not rely on the AUTS.  The sequence number of UE encrypted in the authentication response message is transmitted to the network for the re-synchronization.
[bookmark: OLE_LINK202][bookmark: OLE_LINK201][bookmark: OLE_LINK177] 5.7.4.x.3 Evaluation  
The proposed scheme is evaluated from the following perspectives:
 Security
(1) Man-in-the-middle attacks
 The scheme can prevent the man-in-the-middle attack because of the introduction of the dual authentication mechanism: one is the digital signature SIGNAUSF that the home network signs the DH public key of the serving network, the other is the AKA protocol for the mutual authentication between the UE and SEAF. The authenticity of DH public key of the SEAF is ensured by the digital signature SIGNAUSF. The encryption key KE and the integrity key KM are generated between the UE and the SEAF. Only the SEAF with the corresponding DH private key can decrypt the encrypted message. This means that SEAF uses its own private key to authenticate to the UE. In this way, before attacking the session key Ks, the attacker needs to compromise the SEAF to obtain the DH private key of the SEAF, to crack the AUSF to obtain the private key of the home network, and to steal the long-term key K used in the AKA protocol. Even though the long-term key is leaked, it is still impossible for an attacker to get the session key Ks unless it can crack SEAF or AUSF.
(2)  DoS attacks on UE
The proposed scheme mitigates DoS attacks on UE as the integrity of authentication reject message is assured by using the integrity key KM. UE can detect the bogus authentication reject message so that it avoids the restart.  
(3)  Privacy of subscriber identifiers   
The proposed scheme can prevent attackers from acquiring subscriber identifiers irrespective of the kind of attacks ( passive or active attacks), because subscriber identifiers are encrypted with the encryption key KE. There is no way for an adversary to get the encryption key KE because this requires it to break either AUSF or SEAF.  
(4) Long-time secret leakage
The proposed scheme prevents passive attacker and active attacker from getting the session key Ks even if the long-time secret is known to them. This is because the generation of session Ks depends on not only the key Kmid that is derived from the long-time key K, but also the shared key KDH. The attacker cannot derive the session key Ks because it is unable to deduce the key KDH unless it can crack the AUSF or SEAF. 
(5) Insecurity of links between MNOs
An attacker cannot acquire the session Ks even if it has known the authentication vector by eavesdropping the communication at links between MNOs or injected a forged authentication vector into the SEAF.  Similar to the long-time key leakage, the attacker is unable to get the session key Ks due to the lack of knowledge of KDH.  
(6) linkability attacks
In either case of MAC_FAIL or SYNC_FAIL, the UE sends an authentication response message with the same format to the SEAF. The confidentiality and integrity of the message are protected by key KE and KM. The attacker cannot deduce from the ciphertext to ascertain whether the UE sends the MAC_FAIL or SYNC_FAIL. After receiving the MAC_FAIL or the SYNC_FAIL, the SEAF invokes only the authentication request message to the UE. This unified subsequent procedure in response to the both failure cases prevents the attackers to guess whether authentication response message is MAC_FAIL or SYNC_FAIL.  
(7) Tracking attacks based on AUTS
The proposed scheme defends against the tracking attacks based on AUTS since its re-synchronization does not rely on the AUTS.  The sequence number of UE encrypted in the authentication response message is transmitted to the network for the re-synchronization.
 Complexity 
On the one hand, the proposed scheme is simple because its operation does not rely on the PKI, and each UE only needs to be provisioned with the public key of the home network. On the other hand, computational burden is relatively heavy as DH agreement computations are needed, and the DH public key of the SEAF needs to be digitally signed by the trusted AUSF. 
 Compatibility 
The proposed scheme is highly backward compatible with the LTE EPS system because it does not touch the LTE AKA protocol. Moreover the mature identity management system in LTE (IMSI-GUTI mapping) can still be used in the 5G system because the proposed scheme keeps the identity management unchanged , and enhances it by concealing the permanent identity of UE at the initial attach procedure.  Moreover, the proposed scheme is compatible with the existing LI systems since the SEAF acquires the IMSI directly from the UE at the first time during the attach procedure.
Efficiency 
The proposed scheme is efficient in the context of the reuse of shared key KDH between UE and the SEAF.  A UE can generate the session key Ks by reusing KDH when attaching the network again as long as there is no synchronization problem between IMSI and GUTI. The can significantly reduce the computation cost rising from the DH computation. 

***	END OF THE FIRST CHANGES	***
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